Abstract-Lightweight block cipher algorithms are important for constrained environment. LBlock uses word permutation to do the diffusion while this research uses bit permutation to increase the number of active Substitution box (S-box). The number of active S-box is a regular method to evaluate the security against linear and differential attacks. The bit permutation method is described in this research with analysis and discussion. The preliminary results show that the proposed algorithm has 32 active S-box for 13 rounds which is higher than 32 active S-box for 15 rounds of LBlock algorithm. Also, we can conclude that the proposed algorithm is better than LBlock algorithm in the perspective of security.
INTRODUCTION
Although the AES is an excellent and preferred choice for almost all block cipher applications, it is not suitable for extremely constrained environments such as RFID tags and sensor networks [1] . Therefore, the demand for lightweight algorithms is very high and vital. Lightweight block ciphers are new branch of cryptography and several new block cipher algorithms are classified as lightweight block ciphers. All of them are commonly referred to as algorithms with a very low implementation complexity especially in hardware [2] . In designing secure lightweight cryptographic modules, lightweight block cipher has become very vital and of a high demand.
Moreover, Lightweight block cipher is an important branch of cryptography [3] . There are many lightweight block ciphers like LBlock [4] , PRESENT [5] , mCrypton [6] , KLEIN [7] , LED [8] , HIGHT [9] , DESL [10] , MIBS [11] , KATAN & KTANTAN [12] and TWIS [13] .
The structure of the paper is as following: In Section II is a brief description of LBlock lightweight block cipher. In Section III is the presentation of the proposed lightweight algorithm. Analysis and discussion of the proposed algorithm are described in the Section IV. In Section V is a conclusion.
II. LBLOCK LIGHTWEIGHT ALGORITHM
Lblock algorithm is proposed by (Wu, et al.) in 2011. It is similar to many other lightweight block ciphers and the structure of LBlock is a Feistel network. It has a block size of 64-bit and the key size is 80-bit. It employs a variant Feistel structure and consists of 32 rounds. The block cipher 64-bit is divided into two parts left side 32-bit and right side 32-bit.
In the left side, a copy of 32-bit to make right hand side. Another copy of 32-bit is XOR with 32-bit key and then to be as input to 8 S-boxes 4-bit. In the right side, there is one operation called rotate left 8-bit for 32-bit and then XOR with the output of 8 S-boxes in the left hand side to make left hand side. The same operations are repeated for 32 rounds as shown in figure (1) [4] . Inside the F function there are three operations:
• XOR between the plaintext and Key.
• The result after the XOR operation will be as input to the confusion layer S-box. This algorithm used 10 S-boxes as shown in table (1) . There are 8 Sboxes out of 10 S-boxes are used for encryption and decryption algorithm while 2 S-boxes only are used for key Scheduling [4] .
• The last step is the diffusion layer. The word permutation is done in this layer as presented in figure (2) . Figure (2): Inside F function [4] The last stage in this algorithm is the key schedule. The 80-bit master key K is stored in a key register and denoted as K = k79 k78 k77 k76 ...... k1k0. Output the leftmost 32 bits of current content of register K as round sub key K1, and then operate as follows: For i = 1, 2, . . . , 31, update the key register K as follows:
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Output the leftmost 32 bits of current content of register K as round sub key Ki+1 [4] .
III. PROPOSED LIGHTWEIGHT ALGORITHM
The proposed algorithm is similar to original LBlock algorithm but there are two different parts.
• The proposed algorithm uses the left rotation operation by 20-bit not 8-bit like LBlock algorithm.
• The proposed algorithm uses bit permutation rather than word permutation. The bit permutation of proposed algorithm is working as follows:
There The following statements are illustrated the figure (3) of the bit permutation mechanism: The bits of D1 are moved to bit0 of D1, D3, D5 and D7. The bits of D2 are moved to bit0 of D2, D4, D6 and D8. The bits of D3 are moved to bit1 of D1, D3, D5 and D7. The bits of D4 are moved to bit1 of D2, D4, D6 and D8. The bits of D5 are moved to bit2 of D1, D3, D5 and D7. The bits of D6 are moved to bit2 of D2, D4, D6 and D8. The bits of D7 are moved to bit3 of D1, D3, D5 and D7. The bits of D8 are moved to bit3 of D2, D4, D6 and D8. The key schedule of proposed algorithm is the same as the key schedule of LBlock algorithm. D1  D2  D3  D4  D5  D6  D7  D8 IV. ANALYSIS AND DISCUSSION First of all, there are two important properties: confusion and diffusion. If the algorithm has strong confusion and diffusion then the algorithm is strong. The nonlinear operation like S-box produces the confusion and other linear operations like (bit permutation, rotation and XOR) produce the diffusion. From the experiment, the rotation by 20 bit produced better diffusion than 8-bit and as a result the number of active S-box will increase.
Moreover, the bit permutation produced higher number of active S-box because it spread the bits into four S-boxes. This means there is high probability to get more active Sbox in the next round.
Regarding the cryptanalysis, there are two important attacks: linear and differential cryptanalysis. The linear attack is similar to differential attack with simple difference as mentioned in [14] . Therefore, this research will describe the differential attack [15] [16] .
The regular method to evaluate the security against differential attack is to count the number of active S-boxes of differential characteristics. The number of differential active S-boxes of LBlock and proposed algorithm from 1-round to 20-rounds are listed in table (2). 1  0  0  2  0  1  3  1  2  4  3  3  5  7  4  6  8  6  7  10  8  8  14  11  9  16  14  10  20  18  11  22  22  12  28  24  13  32  27  14  34  30  15  38  32  16  42  35  17  47  36  18  52  39  19  54  41  20  60  44 From table (2), the differential probabilities of S-box is equal to 2 -2 , then the maximum probability of differential characteristics for 15-rounds of LBlock is 2 -64 while the maximum probability of differential characteristics for 13-rounds of proposed algorithm is 2 -64
. Therefore, the proposed algorithm needs only 13-rounds to become in safe side while the LBlock needs 15-rounds.
V. CONCLUSION
This research is applied bit permutation on LBlock lightweight algorithm. The preliminary results show that the proposed algorithm has 32 active S-box for 13 rounds which equivalent to 32 active S-box for 15-rounds of the LBlock algorithm. Finally, it can be concluded from this research that the proposed algorithm is more secure than LBlock algorithm.
